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Australian standard AS/NZS ISO 31000:2009 risk management provides a seven-stage process for risk assessment, as summarised in the diagram below:
Communication and consultation
Robust fraud risk assessment involves communication and consultation with relevant employees and stakeholders at all levels within an agency during all stages of the risk management process. Communications should address issues relating to risks, the causes, impacts (if known) and measures taken to respond to risks. This approach ensures those accountable for implementing the risk management process and stakeholders understand the basis of decision-making and the reasons why particular actions are required.
Monitoring and review 
Establishing the context

Communication and consultation 


Risk identification

Risk assessment
Risk assessment

Risk analysis


Risk evaluation




Risk treatment



Document risk assessment 


Establishing the context
Establishing context involves articulating the scope and risk criteria, such as the agency’s objectives, and external and internal parameters to be taken into account when managing risk.
Risk identification
Agencies should consider internal and external fraud risks including emerging risks from changing circumstances, such as processes, policies and implementation of new programs or initiatives. It is important that fraud risks are considered in the design of new systems, policies and programs. Identifying fraud risks early will assist agencies in assessing overall organisational risk and reflect these risks in their strategic planning objectives.
The fraud incident register should have sufficient detail to facilitate both subsequent analysis and future reviews of fraud.
As fraud requires deception, the identification of fraud risks involves a sceptical mindset and asking probing questions, such as:
how might a perpetrator exploit weaknesses in the systems of controls?
how could a perpetrator override or circumvent controls?
what could a perpetrator do to conceal fraud?
Risk analysis
The analysis of risk involves an examination of the consequences and the respective likelihoods of risk occurring, taking into consideration existing control mechanisms.
Agencies may conduct a preliminary analysis to eliminate low risks and focus resources on higher level risks for more detailed and thorough analysis. This analysis may involve evaluating the effectiveness of existing controls in managing the risks identified as effective, partially effective or ineffective in mitigating the fraud risk to which it relates.
The likelihood of a fraud event is measured in consideration of the consequence of the risk should it occur. Both financial and non-financial consequences of fraud could be considered, such as:
level of financial loss that could potentially occur, either from a single incident or cumulative losses over a period of time
regulatory consequences
legal consequences
safety consequences
business performance
stakeholder confidence
reputation
employee welfare 
impact on morale.
Risk evaluation
Evaluation of fraud risks is undertaken to facilitate decisions and prioritise responses to those risks. Such decision-making may be guided by the agency’s risk management policies, which should establish the criteria for evaluating risks, example level of risk, potential consequences, likelihood of event, defined levels of tolerance and degree of uncertainty.
Risk response
Risk response involves considering the options and potential outcomes that may arise from implementing actions to address identified fraud risks. Consideration could be given to both tangible (for example, financial) and non-tangible (for example, reputation) outcomes. Some options that could be considered include:
avoid the risk by not commencing or discontinuing activities that may give rise to the risk
reduce the likelihood of the event or its consequences, for example, by introducing more stringent preventative measures
reduce negative consequences or increase positive consequences of events, for example, by introducing more robust detection and investigation procedures
retain the risk, for example, accepting the level of residual risk remaining following implementation of mitigation strategies.
Decisions undertaken for evaluation and responding to fraud risk should consider the total cost of fraud risk, such as:
direct or collateral losses arising should the risk occur
costs of prevention and detection measures 
costs of responding to risk, including investigations, reporting and recovery of losses.
Monitoring and review
Agencies should regularly monitor and review any changes to the context, its risk environment, and the effectiveness and efficiencies of its controls. Agencies should also periodically review the appropriateness of mitigation strategies. 
Document risk assessment
Documenting risks, controls and actions are an important part of the risk assessment process. The business area responsible for managing a particular fraud risk should be identified and the timeframe for implementing any remedial action should be clearly documented in risk management plans.
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