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[bookmark: _Toc24374856][bookmark: _Toc68012637][bookmark: _Toc31719130]Introduction
[bookmark: _Toc24374857][bookmark: _Toc68012638]Purpose
To provide better practice guidance to assist accountable officers and agencies to meet their obligations under the Treasurer’s Direction – Fraud control, the Financial Management Act 1995 (FMA), and other relevant legislation.
Guidance material in this document is not mandatory. If a conflict arises between this guidance document and Treasurer’s Directions or other legislative requirements, the legislation takes precedence followed by the Treasurer’s Directions.
The Treasurer’s Directions generally designate responsibility to the accountable officer. Unless specifically excluded by the FMA or Treasurer’s Directions, accountable officers may choose to delegate certain responsibilities and functions to agency employees. This can be done through a number of mechanisms, such as accountable officer approved policies, procedures and agency delegations.
[bookmark: _Toc24374858][bookmark: _Toc68012639]Statement
The objectives of the Treasurer’s Direction – Fraud control and this guide are to establish a fraud control framework that minimises the risk of fraud taking place, thereby protecting public resources and the integrity of agencies and the Northern Territory (NT) Government.
Agencies are strongly encouraged to ensure all employees primarily engaged in fraud control are aware of, and have access to this guide.
Agencies may use this guide to develop their own specific fraud control policies and procedures that are relevant to and appropriate for their agency.
[bookmark: _Toc24374859][bookmark: _Toc68012640]Legislative basis and related documents
· Independent Commissioner Against Corruption Act 2017 (ICAC Act)
· FMA
· Public Sector Employment and Management Act 1993 (PSEMA)
· Procurement Act 1995 
· Information Act 2002
· AS 8001 – 2008 Fraud and Corruption Control
· Treasurer’s Direction – Fraud control
· Treasurer’s Direction – G2-2 Internal controls
· Treasurer’s Direction – Part 3 Section 2 Internal audit
· Treasurer’s Direction – Part 3 Section 3 Audit committees
· Treasurer’s Direction – Part 5 Section 5 Losses
· Employment Instruction 3 – PSEMA natural justice
· Employment Instruction 12 – PSEMA code of conduct


[bookmark: _Toc24374860][bookmark: _Toc68012641]Background
Fraud is a serious matter for NT Government agencies and the community. It reduces the funds available for delivering public goods and services, undermines public confidence in the government, constitutes a criminal offence and can have a significant impact on agencies including:
· financial loss
· reputational damage
· diversion of management energy
· organisational morale
· organisational disruption
· loss of employees
· reduced performance 
· diminished safety.
Establishing fraud control strategies is an important function of NT Government agencies. A proactive approach will assist agencies to manage fraud risks to an acceptable level, while remaining responsive to changes both internal and external to the agency.
[bookmark: _Toc24374861][bookmark: _Toc68012642]Zero tolerance
The NT Government has zero tolerance of fraud, meaning an allegation, suspicion or incident of fraud cannot be ignored. An agency must respond appropriately in accordance with the requirements and timeframes outlined in relevant legislation, the Treasurer’s Directions, NT whole of government and agency-specific policies and procedures.
[bookmark: _Toc505682278][bookmark: _Toc505682279][bookmark: _Toc505682280][bookmark: _Toc505682281][bookmark: _Toc505682282][bookmark: _Toc505682283][bookmark: _Toc505682284][bookmark: _Toc505682285][bookmark: _Toc505682286][bookmark: _Toc505682287][bookmark: _Toc24374862][bookmark: _Toc68012643]Definition of fraud
The definition of fraud has been developed in consultation with key stakeholders, including the Solicitor for the NT and the NT Police Force.
The definition has been adapted from the following sources:
· Northern Territory Criminal Code Act 1983
· Commonwealth Criminal Code Act 1995 
· AS 8001 – 2008 Fraud and Corruption Control.
To fit within the mandate of the FMA, the definition has been deliberately restricted to financial benefits and financial losses.
Definition
Fraud is defined as obtaining (or attempting to obtain) a financial benefit, or causing (or attempting to cause) a financial loss, by deception.
Obtaining a financial benefit includes obtaining for oneself, another person, or a third party.
Fraud requires more than carelessness, accident, or error. In these cases, an incident may be non‑compliance rather than fraud.
Benefit means any of the following:
· financial advantage, right or entitlement
· financial gain in property, whether temporary or permanent
· financial gain by way of supply of goods or services, or forgiveness of debt.
Loss includes any of the following:
· loss or deficiencies in money or property, held by or for the NT Government, whether temporary or permanent
· financial loss arising from the destruction or damage to property
· irrecoverable overpayment
· expenditure made without lawful authority
· not receiving the goods or services paid for.
Deception means deceiving a person or thing, whether by words, conduct or deliberate omission.
Fraud can simultaneously be a criminal offence; a breach of the PSEMA’s code of conduct or duties of employees under the PSEMA and FMA; and or a breach of contract or other wrong amounting to a civil action.
Fraud can occur through the actions of either a person or entity, or the omission or failure to act by a person or entity. A benefit or loss can occur immediately or in the future.
Fraud that does not result or attempt to result in a financial benefit or loss is not covered by the Treasurer’s Direction – Fraud control, or this guidance document. However, this does not remove agencies’ responsibility to manage these fraud risks under other relevant legislative or regulatory requirements and meet reporting obligations under other relevant legislation.
Improper conduct as defined under the ICAC Act includes corrupt conduct, misconduct, unsatisfactory conduct and anti-democratic conduct which is broader than the TD’s definition of fraud. All suspected improper conduct are subject to mandatory reporting to the ICAC to the pursuant to section 22 of the ICAC Act.
Not all improper conduct satisfies the definition of fraud as per the Treasurer’s Direction – Fraud control.
Refer to Appendix A for examples of fraud. 
[bookmark: _Toc24374863][bookmark: _Toc68012644]Leadership and culture
[bookmark: _Toc24374864][bookmark: _Toc68012645]Leadership
Strong executive leadership is essential in supporting effective fraud control in NT Government agencies. A ‘top-down’ and ‘bottom-up’ approach to fraud control can help ensure an agency’s policies, governance structures and processes for managing fraud risks are consistent and mutually reinforcing.
[bookmark: _Toc24374865][bookmark: _Toc68012646]Accountable officers
Accountable officers are responsible for the ethical tone within their agencies, fostering and maintaining a culture of fraud awareness, and proactively managing the risk and incidence of fraud.
To demonstrate commitment, accountable officers should be endorsing the agency’s fraud control activities. This can be done in a variety of ways, such as regularly presenting on the topic to senior managers and other stakeholders (including frontline positions), publishing articles in agency newsletters or on the intranet.
[bookmark: _Toc24374866][bookmark: _Toc68012647]Senior executives
Senior executives are best placed to understand the agency’s issues and risks, and to provide a broad context to fraud risk assessments, monitoring and evaluation. They should demonstrate their commitment to mitigating fraud risks, for example, by including fraud as a priority item in management meetings, championing the risk assessment process and using internal audit findings as an opportunity to improve processes.
[bookmark: _Toc24374867][bookmark: _Toc68012648]Managers
Managers are expected to exhibit an observably high-level commitment to fraud control. This can be achieved by demonstrating a positive and proactive attitude, and supporting employees to understand and comply with the agency’s fraud control policy.
Balancing fraud control with other corporate and operational responsibilities can be challenging. An effective governance structure underpinned with robust policies and procedures can assist managers to execute their responsibilities.
[bookmark: _Toc24374868][bookmark: _Toc68012649]Culture
Establishing an ethical culture is a key element of sound governance and plays an important role in preventing fraud and helping to detect fraud once it occurs.
Agencies should encourage openness, transparency and accountability by creating an environment where employees can recognise and report unethical behaviour without fear of adverse repercussions.
Ways to create the right culture include positively recognising behaviours that align with the PSEMA code of conduct, actively managing behaviours that do not align with the agency’s values and providing training to employees so they can recognise and report suspected fraud. Creating a culture in which employees are prepared to report suspected fraud, and supported when they do so, is critical in the ongoing operation of an agency’s fraud control strategy.
[bookmark: _Toc24374869][bookmark: _Toc68012650]Legislation, policy and governance
[bookmark: _Toc24374870][bookmark: _Toc68012651]Legislation
[bookmark: _Toc24374871][bookmark: _Toc68012652]Financial Management Act 1995
The FMA provides the legislative basis for efficient and effective management of the NT Government’s financial resources. The FMA requires accountable officers to ensure their agency achieves proper internal control at all times. The FMA is supported by the Treasurer’s Directions, which expand on the requirements in the Act.
[bookmark: _Toc24374872][bookmark: _Toc68012653]Independent Commissioner Against Corruption Act 2017
The ICAC Act aims to address wrong doing in, or in connection with, public administration by providing a framework for appropriately detecting and dealing with improper conduct. Under section 9 of the ICAC Act, improper conduct includes:
· corrupt conduct (section 10 of the ICAC Act)
· misconduct (section 11 of the ICAC Act)
· unsatisfactory conduct (section 12 of the ICAC Act)
· anti-democratic conduct (section 15 of the ICAC Act). 
Under section 22 of the ICAC Act, mandatory reporting directions and guidelines for public officers and public bodies are issued. Under these directions agencies must report improper conduct to the ICAC as soon as it determines there are reasonable grounds to suspect improper conduct, including matters that tend to show fraud has occurred. 
[bookmark: _Toc24374873][bookmark: _Toc68012654]Public Sector Employment and Management Act 1993
The PSEMA provides guidance for managing employees and mandates compliance with the Code of Conduct. PSEMA and Code of Conduct requires employees to exhibit and be seen to exhibit, the highest ethical standards in carrying out their duties, and pursue and be seen to pursue, the best interests of the NT Government.
[bookmark: _Toc24374874][bookmark: _Toc68012655]Procurement Act 1995
The Procurement Act 1995 provides a structure for ethical procurement, which is supported by the NT Procurement Framework.
[bookmark: _Toc24374875][bookmark: _Toc68012656]Information Act 2002
The Information Act 2002 provides public access to information, correction of personal information, responsible collection and handling of personal information, and appropriate records and archives management for the public sector.
[bookmark: _Toc24374876][bookmark: _Toc68012657]Policy
[bookmark: _Toc24374877][bookmark: _Toc68012658]Fraud control framework
The Treasurer’s Direction – Fraud control combined with this guidance document sets the framework for articulating the NT Government’s expectations for agencies and government business divisions to prevent, detect and respond to allegations of fraud, suspicion of fraud or fraud incidents.
Compliance with the Treasurer’s Direction – Fraud control is mandated under the FMA, which requires accountable officers to regard the Treasurer’s Directions when performing their duties related to the responsible financial management of their agencies.
[bookmark: _Toc24374878][bookmark: _Toc68012659]Procurement framework
The procurement framework establishes the principles that must be applied to every procurement activity, which includes: value for Territory; ethical behaviour and fair dealing; open and effective competition; enhancing the capabilities of Territory enterprises and industries; and environmental protection.
The procurement rules outline the mandatory requirements, exceptions, exemptions and process options for all NT Government agencies and their employees when undertaking procurement activities.
[bookmark: _Toc24374879][bookmark: _Toc68012660]Records management framework
The records management framework establishes the provisions for access to information, privacy, records and archives management (including disposal, security and storage), and establishes the role of the Information Commissioner.
The provision of information access and good records management enables the NT Government to make sound decisions, deliver quality services and provide important evidence of its business. Information records should have integrity, be accurate, authentic and accessible only to those who have a right to access the information.
[bookmark: _Toc24374880][bookmark: _Toc68012661]Governance
Fundamental to sound fraud management is a governance structure that appropriately reflects the operating environment of an agency. An effective structure will assist agencies to promote ethical and professional business practices, improve accountability and contribute to quality outcomes.
The agency’s audit and risk committee can play a key role in building awareness that fraud control interacts and links with other governance frameworks across the agency. This understanding provides for fraud and possible impacts to be considered at appropriate times when significant changes or decisions occur, such as implementing new policies and programs.
Practical examples of linking fraud control across governance structures include:
· linking fraud risk assessment updates to the agency’s risk assessment and business planning processes – this ensures fraud and its possible consequences can be formally considered in context with other significant risks facing the agency 
· implementing processes to ensure compliance strategies are informed by the outcomes of the agency’s fraud risk assessment and fraud control plan.
[bookmark: _Toc24374881][bookmark: _Toc68012662]Fraud control – overview
Fraud control require implementation of key strategies that contribute to an effective fraud control framework. To be effective, each strategy should be subject to active management and ownership, and in proportion to the size, scope, complexity and risk profile of the agency.
Leveraging the knowledge, skills, and experience from various areas, such as finance, human resources, and audit and risk, is critical in achieving an effective fraud control strategy.
[bookmark: _Toc24374882][bookmark: _Toc68012663]Fraud control strategies
Fraud control strategies can be broadly categorised into five themes, as follows:
Fraud prevention – strategies designed to prevent fraud from occurring.
Fraud detection – strategies to identify fraud as soon as possible after it has occurred.
Fraud response – systems and processes that assist an agency to respond appropriately to alleged fraud when detected or otherwise coming to the agency’s notice.
Fraud monitoring and evaluation – strategies to provide assurance that legislative responsibilities are being met, policies and procedures are effective and complied with, and improvements are identified.
Fraud recordkeeping – processes for agencies to appropriately record fraud matters such as suspected, alleged or actual fraud incidents.
To guide the development of fraud control strategies, refer to Appendix B for better practice checklists.
[bookmark: _Ref509327889][bookmark: _Toc24374883][bookmark: _Toc68012664]Sources
There are three main sources of fraud, which should be considered when developing fraud control strategies and identifying fraud risks. The three sources are:
1. Internal – such as employees or contractors.
2. External – such as clients, consultants, service providers or other members of the public.
3. Collusion – internal and or external sources colluding together.
[bookmark: _Toc24374884][bookmark: _Toc68012665]Conditions
Fraud requires three conditions:
1. Opportunity – such as that given by inadequate internal or external controls.
1. Motivation – from incentives to be gained or pressures that provide impetus to fraudulent conduct.
1. Rationalisation – or justification.
Motivation and rationalisation are human factors and are difficult to mitigate. To minimise the occurrence of fraud, the primary focus of fraud control strategies should be on restricting opportunity through regular prevention awareness activities.
[bookmark: _Toc24374885][bookmark: _Toc68012666]Executive oversight
Senior executive oversight through sound governance arrangements will ensure each fraud control strategy does not operate in isolation, and interdependencies are effectively identified and managed appropriately.
Table 1 outlines the types of considerations senior executives can engage in their agency’s fraud control strategies.
[bookmark: _Ref505947936]Table 1. Considerations for fraud control
	Control
	Description

	Who
	Who reviews and evaluates the fraud control plan?
Who has or has not attended fraud awareness training?
Who analyses the fraud risks in my agency or program?

	What
	What are the drivers of fraud risk at the agency or program level?
What is my role in fraud control?
What is a proportionate response to fraud risks in my agency or program?

	When
	When do I get involved in fraud prevention and detection strategies?
When do we report fraud in the agency?
When do we analyse fraud activity?

	Where
	Where can I find my agency’s fraud policy?
Where is the guidance on how to report fraud in my agency?
Where can I refer matters of fraud?

	Why
	Why is my agency at risk of fraud?
Why is governance so important to effective fraud control?
Why are fraud risks reviewed when my agency structure changes?

	How
	How do I get assurance that fraud risks are addressed in program design?
How do I know our fraud strategies are working in my agency?


[bookmark: _Toc24374886][bookmark: _Toc68012667]Program management
Whenever programs are developed, new opportunities to perpetuate fraud may arise. Agencies should be aware of and consider the risk of fraud when developing and implementing new programs.
Managing the risk of fraud in a program context should involve consideration at each critical stage of the program’s lifecycle, such as design and business case, procurement strategy, delivery, implementation, operation and closure.
The risk of fraud should also be considered in policy development. This is particularly relevant where the features of a new government policy or program affect the inherent capacity of the initiative to be delivered with a high level of integrity. Where the risk of fraud is high it may be appropriate to introduce greater preventative controls such as increased requirements for personal or other relevant information to establish eligibility and appropriate levels of payment for example.
The method of delivery of a government policy or program can also affect the risk of fraud. Increased outsourcing of services to external providers and digital technology may provide ease of access to government services but may also increase the NT Government’s exposure to fraud.
Refer to Table 2 for examples of fraud control in a program lifecycle.
[bookmark: _Ref505843811]


Table 2. Program lifecycle – fraud control examples
	Phase
	Examples of fraud control

	Policy development, program design and business case
	· Fraud risk assessment
· Fraud control plan
· Employment screening
· Communication and awareness

	Procurement strategy
	· Rigorous and transparent tender process
· Screening of potential suppliers and customers
· Segregation of duties on selection and procurement approvals

	Delivery, implementation and management
	· Regular supplier reviews
· Data mining and analysis
· Internal and external reporting mechanisms, such as hotlines, websites, and email
· Response to identified or reported frauds
· Management and internal audit review of internal controls

	Closure
	· Management and internal audit review of program closure and evaluation


[bookmark: _Toc24374887][bookmark: _Toc68012668]External providers
The NT Government relies heavily on external providers, including non-government organisations, the private sector and other levels of government, to undertake work on its behalf.
Agencies are obliged to ensure external providers are aware of the agency’s position on fraud and put measures in place to require external providers to meet a high standard of accountability.
Agencies generally retain responsibility for services delivered by external providers to clients, and this should be taken into account when entering into agreements and in developing the agency’s fraud control strategies.
Where an external party is delivering a service on behalf of the government or is engaged to deliver goods or services to government, they are considered public bodies under the ICAC Act, and therefore subject to the same mandatory reporting requirements as an agency. 
[bookmark: _Toc505682313][bookmark: _Toc24374888][bookmark: _Toc68012669]Fraud control – prevention
Effective fraud prevention involves an ethical organisational culture, a strong awareness of fraud among employees, contractors, suppliers and clients, and an effective internal control framework.
Key elements of effective fraud prevention include:
· robust fraud control policy and procedures
· sound fraud risk assessment processes
· a comprehensive fraud control plan 
· other internal control measures such as:
· prudent employee and third-party due diligence
· robust agreements with external providers
· communicating outcomes of fraud matters 
· system controls to ensure accurate and up-to-date data.
[bookmark: _Toc68012577][bookmark: _Toc68012670][bookmark: _Toc68012578][bookmark: _Toc68012671][bookmark: _Toc24374889][bookmark: _Toc68012672]Fraud control policy
A fraud control policy outlines the agency’s approach to managing the risk and incidence of fraud. It assists employees to understand what fraud is, the roles and responsibilities relating to fraud control, and how fraud is to be reported and managed in the agency.
A fraud control policy may be a separate document or form part of a larger overarching corporate policy.
In addition to the requirements in the Treasurer’s Direction – Fraud control, a fraud control policy should also:
· provide a definition of fraud that may reference the Treasurer’s Direction and ICAC Act
· confirm the agency’s zero tolerance of fraud
· provide assurance that all allegations will be handled confidentially
· provide directions about how allegations or incidents of fraud are to be managed but not to the extent that a perpetrator could circumvent the process
· outline what is expected of employees, contractors, clients and suppliers, and the consequences of engaging in fraudulent conduct
· identify the process to be followed where there is a suspicion fraud has occurred including reporting requirements under the Treasurer’s Direction and ICAC Act.
[bookmark: _Toc24374890][bookmark: _Toc68012673]Promoting an ethical culture
To promote an ethical culture, agencies can implement an ethical standards page on their intranet with links to relevant policies and procedures, as well as include ethical standards in employee inductions, team meetings, ongoing training and performance management of employees.
Agencies may find it useful to incorporate key elements of the PSEMA Code of Conduct in their fraud control policy, to highlight behaviours that assist in preventing, detecting and responding to fraud.
The PSEMA Code of Conduct requires employees to:
· not misuse information gained in their official capacity
· maintain the integrity and security of documents or information for which they are responsible
· disclose in writing their financial or other interests, immediately upon becoming aware a potential conflict, whether real or apparent, has arisen or is likely to arise
· be familiar and comply with the requirements of the PSEMA, FMA and other legislative, industrial or administrative requirements relevant to their duties.
Proactive management of policies, such as conflicts of interest, and gifts and benefits, also support and promote an ethical culture. This can be achieved through ensuring employees understand and can access these ethical-based policies, mandating declarations, and implementing and maintaining registers for recordkeeping and compliance purposes.
[bookmark: _Toc505682342][bookmark: _Toc24374891][bookmark: _Toc68012674]Fraud awareness and training
Employees are a key source of information of suspected frauds in their area. Employees need to be aware of what constitutes fraud, the common types of fraud they may encounter in their agency, and their fraud control responsibilities. Providing training to employees at all levels can assist them to recognise the common behavioural signs that fraud is occurring and encourage them not to ignore these ‘red flags’.
Fraud awareness training may be conducted alongside other related training including employee inductions and training on ethics, privacy, and conflicts of interest. These should be supported by other awareness-raising activities, such as newsletters, posters on staff bulletin boards, articles on the intranet and discussion points for team meetings.
The ICAC can also provide training sessions to individual agencies upon request. Employees can access a range of educational resources on the ICAC website, designed to drive awareness and increase understanding. The ICAC’s Prevention unit works with agencies to develop materials that specifically meet their needs. 
Training should be regularly reviewed to determine if it has achieved the agency’s objectives and improved awareness of employees’ roles, and responsibilities relating to fraud control. Maintenance of a training register is a useful tool in recording and demonstrating the agency’s fraud awareness and training program.
Agencies should ensure employees engaged in fraud control have ongoing refresher and knowledge-update training. Timeframes for refreshing employee knowledge and skills can be determined by each agency dependent on their individual circumstances and fraud risk exposure. Those agencies with a greater exposure to fraud may consider developing specialised training programs to ensure the potential risks to their business are minimised.
[bookmark: _Toc24374892][bookmark: _Toc68012675]Identifying roles and responsibilities
Responsibilities for implementing and monitoring the fraud control framework should be clearly specified and well defined. This can include a central point of contact or nominated recipient for all agency fraud‑related matters.
Public officers and bodies which include NT public sector employees and agencies have mandatory reporting obligations under the ICAC Act. Public officers and agencies may fulfil their reporting obligations by reporting to a nominated recipient, all agency fraud-related matters.
Accountable officers should appoint a nominated recipient for the agency to be the receiver of protected communications, including reports of improper conduct to be communicated to the ICAC. In accordance with section 97 of the ICAC Act, a person eligible for nomination must be a public officer and must have suitable skills and training for the role. The nomination of a recipient must be in writing to the ICAC and specify as soon as practicable: 
· the name and contact details of the nominated recipient
· the period for which the nomination has effect
· and the expiry of a nomination or the revocation of a nomination.
Accountable officers can nominate multiple people for the role of a nominated recipient. However, this role cannot be designated to a committee or a body.
The roles and responsibilities of a nominated recipient are outlined in section 98 of the ICAC Act. 
Upon receiving a protected communication, the nominated recipient must give the person who made the communication a written notice setting out: 
· a statement that communication has been received, including the date of receipt, and an indication of the content of the communication
· that the received communication is protected
· and information about the ICAC’s role and contact details for the ICAC’s office. 
These requirements only apply where the nominated recipient is able to contact the person who made the protected communication.
If a line manager receives communication of suspected fraud, they must report it to the ICAC or the agency’s nominated recipient. All such communications should be reported whether they are received anonymously, verbally or in writing.
Section 96(2)c of the ICAC Act states that recipients of protected communication, such as nominated recipients or line managers, must take action to minimise the risk of retaliation against a person who has made a protected communication. The TD – Fraud control does not mandate the reporting of names or specific details of a matter which could jeopardise the safety of those making the protected communication to parties other than the ICAC and the NT Police.
It is important employees recognise that everyone in the agency has a role to play in preventing, detecting and responding to fraud. At an individual level, it may be appropriate for some role descriptions to include specific fraud control responsibilities. At a work unit level, managing fraud risks can be included in business plans and integrated as part of the unit’s core business.
The agency’s fraud policy should also outline the roles and responsibilities of key corporate areas, such as finance (for example, chief finance officers) and human resources, and their involvement in managing a fraud matter.
Two other functions that play a key role in managing fraud risks are internal audit, and the audit and risk committee.
[bookmark: _Toc68012676]Internal audit
The FMA requires accountable officers to ensure the agency has an adequate internal audit capacity. The role of internal audit is to assure that the financial and operational controls, designed to manage the agency’s risks and achieve the agency’s aims, operate in an efficient, effective and ethical manner.

Key responsibilities of internal audit include the following:
· assist management to identify fraud risks
· implement an effective internal audit plan that includes a review of internal controls
· evaluate the potential for fraud to occur and how the agency manages fraud risks
· provide advice on the adequacy of internal controls to minimise the risk of fraud occurring
· report the outcomes of internal audits to management, and the audit and risk committee
· follow up and assign responsibility to address internal audit recommendations, as well as set clear timetables for response
· assist management to develop fraud prevention and monitoring strategies.
[bookmark: _Toc68012677]Audit and risk committee
The audit and risk committee plays a crucial role in providing assurance and advice to the accountable officer on the agency’s operations, the effectiveness of its controls, and adherence to policies and procedures.
Key responsibilities of an audit and risk committee may include:
· risk management
· internal control framework
· external accountability
· legislative compliance 
· internal and external audit.
To ensure audit and risk committees are effective as a fraud control mechanism, the committee’s terms of reference should contain clauses regarding fraud control and articulate the committee’s responsibilities to minimising the risk of fraud. The terms of reference may include responsibilities to:
· review the agency’s risk management framework and associated procedures for the effective identification and management of financial and business risks (including fraud risks) 
· oversee the process of developing and implementing the fraud control plan, to provide assurance the agency has appropriate processes and systems in place to prevent, detect and effectively respond to fraud matters.
[bookmark: _Toc505682344][bookmark: _Toc24374893][bookmark: _Toc68012678]Managing fraud matters
The person, group or entity assigned responsibility for managing a fraud matter must be independent of the area in which the fraud is suspected or alleged to have occurred. This ensures the fraud matter is dealt with in an impartial and objective manner, and removes the potential for actual or perceived conflicts of interest.
Where agencies outsource managing the internal process of a fraud matter to an independent third party, it is important the third party provider has the appropriate skills, expertise and access to undertake the role and there are suitable arrangements in place to oversee the provider.
The third party provider needs to have access to investigate, monitor and report findings. 
Fraud matter - where an agency detects fraud, suspects the occurrence of fraud or receives an allegation that fraud has been committed against the agency.
Those with assigned responsibility for managing a fraud matter should have:
· the authority to make informed decisions and or propose appropriate recommendations to those with the power to make decisions, such as the accountable officer
· relevant qualifications, training or experience to maximise outcomes and reduce risk of adversely affecting a criminal investigation 
· established reporting lines to ensure appropriate oversight and guidance is provided relevant to the materiality, scope and complexity of the fraud.
[bookmark: _Toc24374894][bookmark: _Toc68012679]Fraud control procedures
Fraud control procedures must be well documented and accessible to employees. They can be incorporated with the fraud policy or remain as standalone documents. They should be regularly reviewed and updated to reflect contemporary practices.
[bookmark: _Toc24374895][bookmark: _Toc68012680]Fraud risk assessments
Risk management is crucial to fraud control, guiding the development of an effective fraud control plan and associated strategies to minimise the opportunities for fraud to occur. Risk management provides a framework to identify, analyse, evaluate and respond to fraud risks.
Using systematic risk management methodologies can assist an agency in assessing the level and nature of its exposure to internal and external fraud risks, establish its fraud risk profile so appropriate resources can be allocated to mitigate or minimise significant fraud risks and evaluate the effectiveness of its risk control measures. 

Refer to Appendix C for more information on risk management principles.
Agencies are responsible for determining the risk assessment approach most appropriate for their circumstances.
[bookmark: _Toc24374896][bookmark: _Toc68012681]Risk assessment approach
Risk assessment strategies should be reviewed and refined on an ongoing basis to take into account continuing or emerging fraud vulnerabilities. Agencies may also choose to share better practice approaches adopted with other agencies. Where appropriate, agencies may use a rolling program to update their risk assessment procedures and risk mitigation measures. The outcomes of fraud risk assessments can be provided to agencies’ internal audit functions and audit committees for consideration in the annual audit work program.
To recognise the potential interdependencies between different risks (for example, fraud, enterprise, business, audit, security), it is important fraud risk assessments are considered in the broader context of agency-wide strategic planning and risk assessment.
[bookmark: _Toc505682351][bookmark: _Toc24374897][bookmark: _Toc68012682]Risk assessment factors
Agencies must conduct a fraud risk assessment at least once every two years. However, outside this minimum requirement, agencies may need to conduct fraud risk assessments more frequently based on factors that include:
· the agency’s size
· diversity of functions
· geographic distribution
· the extent to which the agency is monitored by other entities or regulators
· the rate of technological change
· emerging trends or information
· the risks inherent within the industry sector in which the agency operates.
When developing mitigation strategies, these factors will assist agencies in identifying fraud risks relevant to them.
[bookmark: _Toc24374898][bookmark: _Toc68012683]Fraud risk context
For a risk assessment to be effective, it needs to be conducted with consideration to the context in which the agency operates. This involves an understanding of the following elements.
[bookmark: _Toc68012684]Roles and functions
Agencies need to consider the nature of their roles and functions when identifying their fraud risks and mitigation strategies. For example, an agency that interacts with the broader community is likely to have different fraud risks compared to a central agency.
[bookmark: _Toc68012685]Changes in structure or function
Fraud risks must be assessed when there is a change in structure or functions, including machinery of government changes. This is because structural or functional changes can introduce or expose the agency to new fraud risks that may not have existed prior to the change. A fraud risk assessment will ensure the agency is best placed to implement mitigation strategies appropriate for the new structure or function.
[bookmark: _Toc68012686]Exposure to internal and external fraud
The operating environment and the agency’s relative exposure to internal and external fraud must be considered. Sources of fraud risk will vary according to each agency’s profile. Agencies should consider all sources of fraud - internal, external and collusion between different parties – when identifying its fraud risks. As a starting point, some common types of fraud committed by different sources are provided in Appendix A.
[bookmark: _Toc68012687]Ongoing and emerging fraud risks
Agencies should be mindful of not only ongoing fraud risks, but also emerging risks that can arise from changes in roles or functions, new programs and government initiatives, increased reliance on outsourcing goods and services, and changes in technology.
[bookmark: _Toc24374899][bookmark: _Toc68012688]Common fraud risk areas
To guide agencies’ focus, common areas where fraud risks can arise include:
· policy and or program development
· provision of grants and funding agreements
· procurement, including tendering and managing supplier interfaces
· revenue collection and administering payments to the public
· service delivery to the public, including program and contract management
· exercising regulatory authority
· provision of identification documents
· internal governance arrangements
· changes in the activities or functions of an entity.
[bookmark: _Toc505682354][bookmark: _Toc505682355][bookmark: _Toc505682356][bookmark: _Toc24374900][bookmark: _Toc68012689]Fraud control plan
A fraud control plan documents the strategic and operational approach to minimise the agency’s fraud risks. It is intended to support employees, contractors, and service providers by providing a written record of fraud control activities, strategies and assigned ownership.
Fraud control plans:
· should emphasise prevention and be available to all employees (and where appropriate, to contractors and service providers) to promote fraud control awareness
· do not have to be developed as standalone documents, and can be integrated into the agency’s strategic plan, business plan or risk management plan
· should include specific plans for areas with high fraud risk
· should incorporate review mechanisms to evaluate the effectiveness of the fraud control strategies.
Fraud control plans may incorporate:
· the agency’s fraud control policy
· a summary of fraud risks and vulnerabilities associated with the agency
· mitigation strategies and controls put in place to manage fraud risks and vulnerabilities
· information about implementing fraud control arrangements within the agency
· processes for collecting, analysing and reporting fraud incidents
· protocols for handling fraud incidents
· key roles and responsibilities for fraud control within the agency.
Appendix D outlines key features of an effective fraud control plan.
[bookmark: _Toc24374901][bookmark: _Toc68012690]Other internal control measures
Internal controls are required under the FMA, and should support and complement each other to provide strong overall governance of the agency’s operations.
[bookmark: _Toc24374902][bookmark: _Toc68012691]Employee screening
Agencies should recruit employees whose values align with the values and ethical culture of the agency. The importance placed on screening of prospective employees (or candidates for promotion) may change depending on the role or responsibility of the position. Positions with higher financial delegations and authority should have a greater emphasis on higher standards of ethics and integrity.
Practical steps that can be taken in screening of existing or prospective employees include:
· verifying identity, including presentation of different forms of identity documents
· criminal history searches (where appropriate) in states and countries where the employee has resided, consistent with privacy protection and spent convictions legislation
· reference checks with at least two of the most recent employers
· confirming with relevant professional licensing or registration boards there are no professional integrity issues
· understanding, through interview and any necessary follow up of employment history gaps including reasons for those gaps
· verifying qualifications through sighting the originals.
Note some of the steps outlined above may require the person’s consent.
[bookmark: _Toc24374903][bookmark: _Toc68012692]Third party due diligence
The vetting of external providers should be tailored to the materiality and relative risk of the individual or agency. Practical steps that can be taken for third party due diligence include:
· reviewing the company register, if the supplier is incorporated
· confirming the organisation’s Australian business number (ABN) corresponds to the ABN register
· checking the organisation’s trading address and telephone listing matches its contact details
· verifying the personal details of directors, including conducting a bankruptcy search and disqualification search
· examining current and historical legal proceedings
· confirming registration with industry associations, if relevant.
[bookmark: _Toc24374904][bookmark: _Toc68012693]Agreements with external providers
Agreements with external providers should clearly establish the NT Government’s expectations in relation to conduct and deliverables. Agreements, such as contracts or grant agreements[footnoteRef:2], may include: [2:  Agencies should be aware of the whole-of-government good practice principles and guidelines for the provision of funding for services provision, which are outlined in the following guidance documents:
Grant policy
Grant funding rules and guidelines for service provision.
] 

· obligations in terms of deliverables, key performance indicators (KPIs), processes, including internal controls and stakeholder engagement
· if relevant, a guarantee the NT Government will be charged the best available price for goods and services
· a clear process for obtaining access to relevant records
· a requirement to issue and provide invoices at transactional level
· a schedule for self-review and reporting of transactions by a provider or agent to demonstrate compliance
· random audits
· consequences for non-conformance
· conflict of interest declarations and management.
Agreements should provide a clear basis for monitoring compliance and stress the high level of accountability expected of external providers dealing with public funds.
[bookmark: _Toc24374905][bookmark: _Toc68012694]	Communicating fraud matters
Agencies may decide to communicate fraud matters, including the outcomes of fraud investigations internally to employees and contractors, or the public (customers, clients and suppliers), where appropriate, taking into consideration all other relevant factors.
Communicating the actions taken by an agency and the outcomes of a fraud investigation serves the following purposes:
· it illustrates contemporary ethical issues and can be used as part of fraud awareness training
· acts as a deterrent to others
· demonstrates there are consequences for those who have committed fraud 
· demonstrates the agency’s commitment to an ethical culture.
Communicating fraud matters should be at the discretion of the accountable officer (or delegate).
[bookmark: _Toc24374906][bookmark: _Toc68012695]Examples
Examples of preventative fraud control that can be applied to one or more identified fraud risks include:
· segregation of duties
· appropriate authorisation processes
· hard-coded information technology system controls, such as access restrictions or dollar value limits for processing transactions
· effective procedural controls and management oversight where appropriate
· physical security measures, including the use of safes and physical access restrictions, such as building and after-hours access
· regular and random quality assurance checks by management to determine the existence of services or goods procured
· regular supplier reviews and the maintenance of a register of non-compliance or breaches of contractual conditions and reporting requirements
· experienced or qualified employees who are more likely to identify anomalies
· rotation of personnel in high risk positions, such as requiring employees to take regular annual leave and addressing large leave balance accruals
· regular fraud awareness training for employees
· regular review of policies and procedures.
[bookmark: _Toc24374907][bookmark: _Toc68012696]Fraud control – detection
All NT Government agencies are susceptible to fraud and no system of preventative controls can provide absolute assurance. It is important agencies implement measures and internal controls to detect incidents of fraud or warning signs that fraud may be occurring, and provide options to encourage and enable reporting of suspected fraud.
[bookmark: _Toc24374908][bookmark: _Toc68012697]Active detection measures
Active measures to detect fraud can include:
· regular performance appraisals, mandatory disclosure of interests, assets, hospitality and gifts
· independent audits for grant agreements and reviewing grant acquittals
· reviewing disclosures (reports of data) for discrepancies or unusual transactions
· close monitoring of existing computer data to draw attention to discrepancies in transactions
· analysis of suspicious transactions, for example, duplicate payments or claims
· identification of unusual relationships, for example, where employee bank account matches vendor bank account
· assessing the effectiveness of internal controls, for example, password sharing, employees remaining on payroll after termination or resignation 
· identification of irregular trends over periods of time, for example, unusually high volume of transactions to specific supplier.
To improve the effectiveness of active measures there should be a number of layers, such as:
· cross-checking mechanisms in the unit charged with administering a government program or initiative, for example, different employees undertaking different checking functions
· regular checking undertaken by someone external to the unit, with appropriate expertise, who can provide objective advice (for example, internal audit)
· regular review of policies and procedures for government programs and initiatives to ensure fraud control are fit-for-purpose
· engaging external experts where appropriate.
[bookmark: _Toc24374909][bookmark: _Toc68012698]Red flags or early warning signs
For detective measures to be effective, employees need to have an understanding of the red flags or early warning signs that may indicate fraud is being committed. Examples of early warning signs are outlined in Table 3.
[bookmark: _Ref506196230]Table 3. Early warning signs of fraud
	Early warning signs: people
	Early warning signs: areas or activities

	Unwillingness to share duties, such as refusal to take leave
	Financial information reported is inconsistent with KPIs

	Refusal to implement internal controls
	Abnormally high and increasing costs in a cost centre function

	Replacement of existing suppliers upon appointment to a position or unusually close association with a vendor or customer
	Dubious record keeping

	Lifestyle above apparent financial means, such as the provision of gifts to other employees or third parties
	High overheads

	Failure to keep records and provide receipts
	Bank reconciliations not up to date, lack of evidence of transactions and events

	Chronic shortage of money
	Inadequate segregation of duties

	Past legal problems
	Reconciliations not performed on a regular basis

	Addiction problems
	Small money discrepancies over a period of time

	Providing approval outside of delegation limit
	Abnormally high expenditure


More broadly, warning signs can also include:
· resistance and objection to internal audit or reviews of work areas
· inadequate or non-transparent explanations for unusual transactions, variances or results
· large adjustments made after period end, such as unusual increases in revenue or decreases in expenses
· lack of underlying documentation to support transactions
· discovering fictitious reconciling items created to give the appearance accounts are in balance when they are not
· finding concealed documents, such as correspondence and variations to contracts or agreement terms and conditions
· discovering falsified documents, dates (for example, backdating), contractual terms or other records
· significant non-disclosed related-party transactions.
[bookmark: _Toc24374910][bookmark: _Toc68012699]Compliance reviews
Compliance reviews are an effective fraud detection measure, both internal and external to the agency.
Agencies may undertake reviews that examine circumstances where there is a perceived risk of fraud, based on previous experience, knowledge of employees or customers, and evidence from systems or outside information. The aim of these reviews is to detect deliberate error, omission, misrepresentation or incidence of fraud.
[bookmark: _Toc24374911][bookmark: _Toc68012700]Detecting fraud by external providers
Most cases of external fraud can be detected through robust management of contracts (and grant agreements) and associated controls. Fraud by external providers can include charging the agency for goods or services not delivered or delivered in an incomplete way, misappropriating government assets, providing false documentation, financial reports, misleading KPIs, and colluding in a tender process.
Guidance on managing contracts and external providers’ performance can be found in whole of government procurement, and contract policies and procedures including the grant funding rules and guidelines for service provision for grant agreements.
Possible responses to detected fraud include:
· discussing alleged fraud with the agency’s internal audit or fraud control function
· analysing if the agreement should be ended for non-performance or breaching terms and conditions
· seeking relevant advice on possible courses of action to end the agreement or resolve the issue.
[bookmark: _Toc66373199][bookmark: _Toc66373293][bookmark: _Toc24374912][bookmark: _Toc68012701]Other internal control measures
Examples of other internal control measures for detecting incidents of fraud or warning signs that fraud may be occurring include:
· regular independent reconciliation of accounts
· robust debtor management
· independent confirmation of service delivery where suppliers are paid in advance for services
· budget versus actuals analysis and follow-up discrepancies
· audit trails and system access logs
· exception reporting
· staff rotation
· quality assurance
· internal and external audits
· regular management reviews.
[bookmark: _Toc24374913][bookmark: _Toc68012702]Financial systems
Financial systems should be aligned with internal controls and capable of facilitating transparency and efficiency. Ideally, financial systems should:
· enable data entry in an efficient and timely manner with minimum double handling
· capture sufficient detail at a transactional level
· automatically detect and reject claims falling outside set parameters
· imbed a schedule, preferably automated, of data analytics and management reporting to create an early warning system of potential fraud, including:
· identification of duplicate transactions, changes in trends over time and comparisons of data from similar external providers
· exception reporting to identify transactions that fall outside entered parameters such as transactions over a set limit and incomplete records
· facilitate data matching with external providers
· require user authentication and authorisations.
It is also critical the financial systems employed in the agency are easily reconcilable. They should be complementary to promote easy interrogation, review and reporting.
[bookmark: _Toc24374914][bookmark: _Toc68012703]Reporting processes and mechanisms
Agencies are required to implement processes and mechanisms for employees or other persons to report suspicions or allegations of fraud.
Employees, consultants, contractors, suppliers and members of the public need to feel comfortable reporting unethical behaviour and have confidence the agency will address complaints genuinely, without fear of reprisal. To provide this safe environment, an agency needs well-publicised options for confidential reporting that accommodate the circumstances of the reporter and the nature of the complaint.
The agency should have a policy that mandates reporting of suspected fraud by its employees, as well as encourage reporting by other parties. This may include:
· assurance that reports will be taken seriously and appropriate measures taken to protect people who make a bona fide report
· a dedicated intranet page with contact details
· an online fraud reporting form
· details of the fraud control officer or people to receive reports on fraud allegations (for example, line managers, directors, or nominated recipient)
· a hotline facility that provides anonymity to the person making the report 
· contact information for the ICAC, the NT Police and other relevant regulatory or statutory bodies
· different mandatory reporting requirements in accordance with the ICAC Act, Treasurer’s Direction, NT Police and any other relevant regulatory or statutory bodies.
It is recommended agencies provide links or incorporate fraud reporting policies and procedures with other similar reporting policies (such as those addressing inappropriate workplace behaviours) and reporting channels (such as disclosures required under the ICAC Act).
Employees may prefer to report suspicions of fraud to their line manager, in addition to the nominated recipient. It is therefore important line managers are given training to understand how to deal with allegations received from employees as they would need to report suspicions of fraud to the nominated recipient or directly to different reporting bodies.
If an employee reports a fraud matter to their line manager only, this does not override their responsibility to report the matter directly to the nominated recipient or other reporting bodies. 
Under sections 96 to 98 of the ICAC Act, employees must report to the Chief Executive Officer or nominated recipient or the ICAC to secure a protected communication.  
Different reporting requirements are discussed in section 8 Fraud control – response. 
[bookmark: _Toc24374915][bookmark: _Toc68012704][bookmark: _Ref68013183]Fraud control – response
Fraud response strategies ensure agencies appropriately respond to fraud allegations in a timely manner, and minimise losses. They also provide employees and external stakeholders with reasonable assurance perpetrators of fraud are identified and suitable remedies are applied.
Agency policies and procedures should consider the timing in which the agency takes certain actions so perpetrators are not alerted before the agency, the NT Police Force and the Office of the ICAC finalise preliminary enquiries.
To minimise risk, investigations should be carried out by appropriately qualified and experienced personnel with the appropriate level of managerial oversight. Actions taken by unqualified personnel may compromise a fraud matter by:
· failing to collect all the available evidence
· collecting evidence in a manner that is inadmissible in court
· alerting the suspect before all available or necessary evidence can be collected.
The NT Police Force is experienced in investigating fraud matters and can assist agencies to maximise options with securing evidence and reducing financial losses.
Even if the NT Police Force has been notified of a fraud matter, the ICAC must be notified as both entities may carry out joint investigation activities.
Agencies are required to implement measures, where possible, to prevent further occurrences of fraud and reduce additional financial losses to the NT Government. When fraud is linked to a broader scheme or initiative, suspension of the scheme or initiative should be considered, with a full review undertaken.
[bookmark: _Toc24374916][bookmark: _Toc68012705]Reasonable grounds to suspect fraud
This step requires some form of judgement as it will impact the agency’s response to the suspected fraud. Therefore, it is important that agencies establish and maintain policies and procedures to determine if there are reasonable grounds to a suspicion or allegation of fraud. 
Steps to assess if there are reasonable grounds to a suspicion or allegation of fraud are outlined below:
1. Agency detects or receives an allegation or suspicion of improper conduct which includes corrupt conduct, misconduct, unsatisfactory conduct and anti-democratic conduct as defined by the ICAC Act.
2. The delegated officer enters the alleged or suspected improper conduct into a register – where this is the first time a matter has arisen in the agency, the register will need to be implemented and thereafter maintained.
3. The delegated officer gathers available information for preliminary assessment, taking care not to prematurely alert the person(s) suspected of having or alleged to have committed fraud.  
4. The delegated officer assesses based on available information if the relevant conduct meet the definition of fraud, by considering the following questions:
· does it appear someone obtained or attempted to obtain a financial benefit, either for themselves, another person, or an entity? 
· or does it appear someone caused or attempted to cause a financial loss to the NT Government?
· does the suspected fraud appear to be more than carelessness, accident or error (considering how frequent the incident occurred)
Where the relevant conduct did not meet the definition of fraud under the TD, agency must still report to the ICAC to meet its reporting obligation under the ICAC Act.
5. Where the relevant conduct meets the definition of fraud, the delegated officer needs to assess if there is reasonable grounds to suspect a person of fraud.  Measures to determine if there are reasonable grounds to suspect a person of fraud include the following as a minimum:
· assess if the alleged conduct would tend to show that fraud may have occurred
· assess if there is reasonable basis to believe the information in respect of the alleged conduct
A suspicion arises when there is something out of place, or inappropriate about someone’s appearance or behaviour. A reasonable suspicion is not raised just by someone’s appearance or behaviour. Reasonable suspicion arises when there is one or more facts surrounding the appearance or behaviour upon which the suspicion is based. 
The agency must commence internal process reviews to assess if there has been a breakdown in internal controls and implement immediate measures where appropriate to mitigate against further occurrences.
Where agencies are unsure, contact the ICAC and NT Police Force for assistance.
The flowchart at Appendix E provides some guidance on the above steps. 
[bookmark: _Toc68012706]Reporting
Discussed below are the different reporting requirements applicable upon determination that there is a reasonable grounds to suspect fraud. 
[bookmark: _Toc68012707][bookmark: _Toc24374918]Internal reporting and escalation
Reporting systems that record fraud matters, subsequent actions and the outcomes not only ensure the right people are aware of the event but it can also provide an overview of the nature, extent and location of fraud for fraud planning and prevention purposes.
Given the multiple lines of reporting, careful consideration should be given to retaining appropriate confidentiality and security of information to mitigate the risk of a perpetrator becoming aware of discussions and potentially destroying or tampering with key evidence. It is recommended these considerations are built into the agency’s fraud control policies and procedures, along with protocols for escalating fraud matters.
The accountable officer, executive leadership group or equivalent, and the agency’s in-house lawyer (if applicable) should receive reports on alleged or actual incidents of fraud, investigations and outcomes of any monitoring and evaluation activities. Agencies are encouraged to assign responsibility for this reporting to an appropriate person such as the nominated recipient or group, including the internal audit function or audit and risk committee.
Internal reporting processes should incorporate some form of assurance for employees that fraud matters are reported internally through the agency, and that the report is received, acknowledged and will be actioned through the appropriate investigation and reporting channels.
[bookmark: _Toc68012708]External reporting
External reporting is essential for understanding the impact of fraud matters on NT Government as a whole, addressing whole of government weaknesses in internal controls and ensuring regulatory or statutory requirements are met. 
As a minimum, the following details are to be included in the report:
· the details of the matter where the agency determines there are reasonable ground to suspect a person of fraud 
· dates or time period when the suspected fraud occurred including details frequency of occurrence
· how it was identified and how the suspected fraud occurred (for example, was the suspected fraud due to lack or absence of internal controls, due to internal audit process or reconciliation process and others)
· source of suspected fraud (such as internal - employees, contractors, management, external – clients, consultants, service providers, or members of the public, collusion – higher risk of internal and external sources)
· the value of the financial benefit or financial loss and categories of expenses affected (for example, wages, grants, consultancy expenses) 
· what immediate action the agency undertook (for example, suspension of contractor or employment, suspension of a scheme) and what further actions required to prevent reoccurrence
The above list is not an exhaustive list and agencies should refer to the specific reporting requirements of regulatory bodies (for example, section 22 of the ICAC Act) to satisfy their reporting requirements that are outside the scope of TD – Fraud control.
[bookmark: _Toc68012709]NT Police Force
The agency must notify the NT Police Force as soon as practicable after making the determination, and collaborate with police in any inquiries or investigations.
The importance of notifying police of fraud matters in a timely manner should not be underestimated. Timing is critical for fraud investigations and, if left to continue, can result in significant losses and damage to the NT Government’s reputation.
The NT Police Force may choose to take on the matter as a criminal investigation and will advise the agency if a formal referral to the Commissioner of Police is required. A formal referral may not be required in all circumstances and will be dependent on a number of factors, such as the size, complexity and scope of the fraud matter. 
Agencies can contact and collaborate with the NT Police Force when determining whether there are reasonable grounds to suspect an incident to be fraud. 
[bookmark: _Toc24374919][bookmark: _Toc68012710]The Office of the Independent Commissioner Against Corruption 
The agency must notify the ICAC as soon as practicable after making the determination, and collaborate with ICAC in any inquiries or investigations.
Agencies must note that improper conduct reportable to the ICAC Act is broader than fraud under the 
TD – Fraud control.  ICAC mandates reporting of all suspected improper conduct which includes corrupt conduct, misconduct, unsatisfactory conduct and anti-democratic conduct. 
A report of suspected fraud or improper conduct can be made via the ICAC website https://icac.nt.gov.au/make-a-report.  In reporting matters to the ICAC, agency must comply with reporting obligations pursuant to section 22 of the ICAC Act.

[bookmark: _Toc66373208][bookmark: _Toc66373302][bookmark: _Toc66373209][bookmark: _Toc66373303][bookmark: _Toc66373210][bookmark: _Toc66373304][bookmark: _Toc66373211][bookmark: _Toc66373305][bookmark: _Toc66373212][bookmark: _Toc66373306][bookmark: _Toc66373213][bookmark: _Toc66373307][bookmark: _Toc24374922][bookmark: _Toc68012711]Northern Territory Auditor-General
The NT Auditor-General (AG) must be notified when:
· the accountable officer determines there is a reasonable basis to an allegation or suspicion of fraud
· fraud results in financial loss that exceeds a threshold identified in the Treasurer’s Direction - Part 5 Section 5 Losses (such as where the loss exceeded $2,000 for public property or $500 for cash).
The accountable officer (or delegate) is required to provide regular updates to the AG where there is a change in the status or progress of the suspected fraud. This is to ensure the AG is kept informed of the situation, and enables the AG to assess whether the matter is systemic across government, the potential impact on the financial statements of the NT Government as a whole, and the risks posed to NT Government when the fraud matter has arisen and after measures have been implemented to address the issue.
[bookmark: _Toc24374923][bookmark: _Toc68012712]Under Treasurer
The Under Treasurer (UT) must be notified when the accountable officer determines there is a reasonable basis to an allegation or suspicion of fraud.
The accountable officer (or delegate) is required to provide regular updates to the UT annually, at a minimum. The Department of Treasury and Finance will seek update request as part of the end of year financial statements preparation circular. This is to ensure the UT is kept informed of the situation and enable the UT to assess:
· whether the matter is systemic across government 
· if financial policy changes are required (such as controls set by the Treasurer’s Directions) 
· the potential impact on the financial statements of the NT Government as a whole.
[bookmark: _Toc24374924][bookmark: _Toc68012713]Other regulatory or statutory bodies
Agencies are responsible for reporting fraud allegations or incidences to other regulatory or statutory bodies, as required. Such reporting requirements will need to be determined by the agency and may be influenced by the nature of the agency itself. Other bodies could include the Commissioner for Public Employment and the Commissioner for Health and Community Services Complaints.
[bookmark: _Toc24374925][bookmark: _Toc68012714]Portfolio minister and Treasurer
If a fraud matter is considered complex, significant or systemic, involves corrupt conduct or is politically sensitive, agencies must as soon as practicable advice their portfolio minister and the Treasurer. Agencies are recommended to document their assessment on whether they are required to report a fraud matter to their portfolio minister and the Treasurer.
[bookmark: _Toc68012715]Complex
Complex fraud refers to the size, nature, level of effort, sophistication and number of parties involved in which a reasonable person would conclude the fraud to be complex.
Complex fraud can be characterised by a number of factors that can include but is not limited to:
· corrupt conduct, involving collusion between employees or contractors and external parties, and can include bribery, extortion and grooming for favours or promises
· complex transactions, where there is an absence of underlying documentation supporting the transactions
· use of sophisticated techniques or technology to avoid detection
· activities that could affect wider aspects of law (for example, tax evasion and money laundering)
· specialised knowledge of financial, commercial, fiscal or regulatory matters, such as the operation of markets, banking systems, trusts or tax law
· fraudulent activity against numerous parties
· significant or potentially significant financial loss.
[bookmark: _Toc68012716]Significant or systemic
Significant or systemic fraud refers to an incident or a pattern or recurrence of incidences that a reasonable person would consider has a significant impact on an agency, including the reputation, financial position or financial management of the agency and or NT Government[footnoteRef:3]. [3:  Fraud and corruption control framework: Prevention, reporting and investigation plan by the Department of Health and Human Services, Victoria State Government.] 

[bookmark: _Ref500771736][bookmark: _Toc68012717]Corrupt conduct
Corruption refers to the offering, giving, receiving or soliciting, directly or indirectly, anything of value to influence improperly the actions of another party. Corruption may include undisclosed conflicts of interest, unauthorised or declared acceptance of gifts or benefits, bribery or extortion.
Some forms of corrupt conduct, such as soliciting bribes or gaining a benefit through increased contracted services, may not cause a direct financial loss to the NT Government but may damage the NT Government’s reputation and the public’s trust. While the Treasurer’s Direction – Fraud control does not mandate a response in relation to non-financial benefits or losses, these forms of corrupt conduct are important considerations for agencies in protecting the integrity of the NT Government and must be reported to the ICAC where there is a reasonable suspicion.
[bookmark: _Toc68012718]Politically sensitive
Agencies need to consider, on the balance of facts available to them, if incidents or allegations of fraud are politically sensitive, given their materiality, scope and complexity. Agencies should assess political sensitivity from the perspective of the public, Ministers, media and other statutory authorities, in order to determine when to report fraud events to portfolio ministers and the Treasurer.
[bookmark: _Ref500507571][bookmark: _Toc24374926][bookmark: _Toc68012719]Administrative and disciplinary remedies
Administrative action must take into consideration relevant legislation (such as the PSEMA), requirements in other Treasurer’s Directions (such as losses), and agency-specific policies and procedures (for example, the accounting and property manual).
Agencies should have their own policies on the appropriate remedies and the situations in which these remedies will be sought. Policies may include addressing the following matters:
· breach of contract
· breach of fiduciary duty
· breach of information, privacy or theft
· seeking repayment of financial losses incurred.
Disciplinary actions may include the following:
· formally cautioning an employee
· ordering the employee to undertake remedial activities such as training or counselling
· fining the employee
· reducing the salary and position of the employee
· transferring the employee
· suspending the employee
· or terminating the employee’s employment.
[bookmark: _Toc24374927][bookmark: _Toc68012720]Natural justice
The rules of natural justice apply to any action taken by agencies, as outlined in Employment Instruction 3[footnoteRef:4]. The rule requires a person, who may be adversely affected by an impending decision, is afforded natural justice before a final decision is made. This includes administrative or disciplinary actions as a result of a fraud matter. [4:  Employment Instruction 3: Natural Justice, Commissioner for Public Employment, December 2011, https://ocpe.nt.gov.au/__data/assets/pdf_file/0009/379314/ei-3-natural-justice.pdf] 

This will occur at the end of a fraud investigation after evidence has been collected and is sufficient to put allegations to the person, generally after the NT Police and the ICAC have investigated the matter. 
[bookmark: _Toc24374928][bookmark: _Toc68012721]Recovery of financial losses
Agencies must take all reasonable steps to recover losses from fraud. Reasonable steps should include an assessment of whether the likely benefit will exceed the cost of recovery and consideration of 
non-financial benefits, such as public perception and the integrity of the agency’s reputation.
It may be appropriate to commence alternative cost recovery, regardless of whether a criminal prosecution is pursued. Agencies should seek legal advice on available options to recover financial losses, and ensure they comply with requirements outlined in the Treasurer’s Direction on losses. Legal advice should also be obtained before commencing any civil proceedings.
[bookmark: _Toc24374929][bookmark: _Toc68012722]Documenting fraud allegations and incidents
All fraud matters must be recorded in a fraud incident register. This must include key decisions, the basis on which those decisions were made, any actions taken by respective parties and the outcomes.
[bookmark: _Toc24374930][bookmark: _Toc68012723]Responding to fraud by external providers
If allegations are made in relation to external providers, the agency needs to determine whether the fraud matter relates to fraud committed against the NT Government. If the answer is yes, the matter will fall under the requirements of this Treasurer’s Direction.
If, however, an external provider experiences internal fraud, this does not necessarily constitute fraud against the NT Government. The victim of the fraud is most likely the consultant, contractor, or grantee, who will need to seek remedies under their relevant legislative or regulatory framework.
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